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HELP! Internet Explorer is Running Slow!

There are a lot of nosy people out there.
Some of those nosy people have gone to
great lengths to try to find out about you and
how you use your computer. Whenever you
download “free” computer applications (or
sometimes even updates to software that
you paid for), the developers of those free-
bies may have included some “snoopware”
that can collect information about you and
your computer habits, and then send it to any
number of interested parties. Usually, you
are not told about the existence of the snoop-
ware nor can you prevent its installation with-
out canceling the installation of the intended
product. (Some people argue that there is a
fine but discernable line that separates
snoopware from viruses. We see no differ-
ence.)

Snoopware can track the sites you have vis-
ited on the Internet or profile your shopping
habits in order to target you for a deluge of
spam. If you use a computer program to
manage your household or business fi-
nances, snoopware can potentially extract
information about bank accounts and credit
card numbers and disseminate it.

It could also cause major problems for your

The end result is a computer with extremely
degraded performance.

Believe it or not, snoopware is easy to re-
move—and it's free.

A company in Sweden has made available a
product to hunt down and eliminate snoop-
ware. This product will search through your
hard drive, identifying and quarantining each
and every snoopware module that it finds. To
get a copy of this program:

Go to: www.lavasoft.de

On the left side of the screen, click on the
“Ad-Aware” (not “Ad-Aware Professional’
or “Ad-Aware Plus”; They are not free.)
The “Ad-Aware” information screen will be
displayed.

On the right side of the screen, locate the
“Download” information box; then click on
the “Our software” link under it. The
“Download screen will be displayed.

Download a copy of Ad-Aware 6 Standard
Edition from one of the listed sites; follow
the instructions for installing & running
the program.
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tings and/or slowing it to a crawl. While each
of these uninvited guests is recording who-
knows-what, they are taking up memory and

using CPU cycles. Then, when you connect ¢

to the Internet, the snoopware uses up the

bandwidth that you paid for to blab all of your ¥

personal information. On frequently used
computers, it is not unusual to find several
dozen snoopware modules skulking about.
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http://www.lavasoft.de/support/download/
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HELP! Internet Explorer is Still Running Slow!

When that computer on your desk was new, Whenever Internet Explorer begins to load a

it seemed like your web browser was a lot web page, it searches the temp storage folder
faster. Now, everything seems to take for each of the objects that are part of the web
longer. s it just your imagination playing page. If it does not find the object in temp

tricks on you? Maybe not. There are a cou-  storage, it then downloads the object from the
ple settings in Internet Explorer that might be  website. Even on the fastest computers,
causing computer to slow down when surfing  searching through thousands and thousands
the Internet. of objects on disk takes a substantial, notice-
able amount of time. The temp storage idea
was meant to improve performance, not make
it worse. Fortunately, this
problem is easy to correct:

In a less-than-perfect attempt to improve the
performance of Internet Explorer, Microsoft
reasoned that many web
pages are revisited while
users surfed the ‘net. If the
objects that make up those
revisited web pages could
be temporarily saved on the
hard drive, any time the \\ |
user returns to that web ™~
page, time could be saved
because Internet accesses
could be avoided. This
would be especially useful
for very slow (dialup) con-
nections.

Start up Internet Explorer

In the “Tools” menu at the
top of the screen, select
“Internet Options...” The
“Internet Options” screen will
be displayed.

In the “History” box, click
on “Clear History”. When
this function completes, set
“Days to keep pages in his-
tory” to 0.

When Internet Explorer is installed, it allo-

cates a fixed percentage of your C: drive to In the “Temporary Internet files” box, select

use for Internet temporary storage space and “Delete Files...”

keeps items in it for up to 20 days fromlast . pjace a checkmark in “Delete all offline
use, depending on whether the allocated content”, then click “Ok”. Note how long it
amount of space has been used up. If you takes to complete this operation (this is ap-
have a small hard drive, a reasonable proximately how long a search of the temp
amount of space is allocated, but if you have folder would have taken).

a large hard drive a huge amount of space is

allocated. Depending on the size of the hard - Back in the “Temporary Internet files” box,
drive, there may be more than a Gigabyte select “Delete Cookies...” This will remove
(1,000,000,000 bytes) of disk storage allo- all of the old, expired cookies from your
cated to Internet temp file storage. A huge workstation.

amount of disk space can contain a huge

number of files, especially if the files are

small (like most object files for the web

pages). There could be thousands of filesin  Set “Amount of Disk Space to Use” to 10-20

the Internet temp storage area. MB, which is a significant reduction from the
original setting.

Click on “Settings...” The “Settings”
screen will be displayed.
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SoBig Virus

It's almost like the plot from a very bad
horror film where the evil scientist attempts

At a predetermined time of day, the in-
fected computers attempt to download a

to take over the world by turning the citi-
zens of a small town into robots who per-
form all kinds of terrible deeds. Basically,
that's how the SoBig virus works. But in-
stead of taking over the minds of human
beings, it takes control of computers.

Unlike most other computer viruses of the
past that were unleashed on the cyber
community by someone with a little too
much time on their hands, the SoBig virus
appears to be a deliberate at-
tempt by one or more spam-
mers to deliver tons of spam
and not get caught at it (and not
pay for the bandwidth used to
deliver it either).

It infects thousands of com-
puters through a very simple
means: User curiosity. The au-
thors of the SoBig start the propagation of
the virus by sending a very intriguing email
containing the virus in an attachment to
thousands of computer users. The mes-
sage in the email directs the recipient to
open the attachment. If the anti-virus soft-
ware doesn’t detect the virus in the attac h-
ment AND the user opens the attachment,
the primary SoBig virus begins its sinister
task.

First, it copies itself into the Windows
folder. Then, it inserts entries into the sys-
tem registry that will cause the virus to run

whenever Windows is rebooted. While So-

Big is running, it searches the local hard
drive files for anything that looks like an
email address and stores them. If the in-
fected computer is on a network, it at-
tempts to copy itself into the Startup folder
of other workstations on the network if
those folders are shareable.

file from one web server that gives it the
address of still another server. It
downloads a secondary virus from the sec-
ond web server and installs it. The secon-
dary virus begins transmitting all of the col-
lected email addresses to the spammer
and sets up the workstation to become a
email generator for the spam. At this point
in time, the spammer can be confident that
nothing can be traced back to him/her/it.
Since the spam is actually gen-
erated on the infected work-
station, there is no way to trace

. . the origin of it beyond that work-
station.

As the users of the infected
workstations detect and remove
the viruses or Internet Service
Providers detect and stop the
origins of the spam, the virus is slightly
modified and the whole process is re-
peated.

The SoBig virus is actually very easy to
thwart:

1. Make sure that your anti-virus software
is up to date. It can’t detect the latest
incarnation of a virus if it's not kept up
to date.

2. Don’t open or view any attachment until
it has been scanned by the anti-virus
software.

3. No matter how much your interest is
piqued, if you don’t know the person
who sent the email or the subject of the
email is unusual: Don’t open it! If
there is a virus in the attachment, it
cannot cause you any harm until you
allow it to run. Remember, curiosity
killed the cat.
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Virus Protection on WNYLC Mall

Antivirus programs constantly run on the
servers for WNYLC mail and WNYLC discus-
sion groups. All mail that is sent to a
WNYLC discussion group or to an address
hosted on our server is scanned for viruses.
Mail that is sent through WNYLC is also
scanned for viruses. Both servers automati-
cally check each hour for updated virus defi-
nitions and automatically apply new defini-
tions. Over 150 viruses are blocked each
day.

When a virus is found
on mail sentto a
WNYLC account, the
virus is removed and an
attachment called “warn.
txt” is substituted for the
virus. This file does not
contain a virus. ltis just
a text file that tells the
user that a virus was re-
moved. The text file is
also filled with spaces to
fit the original file length.
The scanning software doesn't change the
mail file size because some mail protocols
(like IMAP) may request the mail size first
and then the mail body. Since the text file is
the same size as the original infected attach-
ment, all mail programs can still retrieve the
cleaned message.

Because we run virus protection on our mail
servers, some people ask us if they need to
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install virus protection on their machines.
The answer is yes — for three reasons. First,
viruses can be transmitted from scripts run
on web pages. The Nimda virus, for exam-
ple, can infect vulnerable Web sites by ap-
pending a script that could cause a browser
to download the actual virus. Secondly, peo-
ple can bring in disks with files that are in-
fected by a virus. When the files are opened,
the virus may spread across the internal net-
work infecting other
computers in an of-
fice. Finally, many
people run multiple
mail accounts or in-
stant messaging
(IM) on their ma-
chines. Viruses can
come in through
these other mail ac-
counts (hotmail,
msn, etc.) or
through AOL or Ya-
hoo IM accounts.

Symantec, the company that sells Norton
Antivirus, still has a corporate giving program
in place. The program allows non-profits to
obtain free copies of antivirus software (there
is a minimal handling charge). The applica-
tion form is available at: http://www.
symantec.com/corporate/software gik.pdf.
We have posted links to this application on
www.wnylc.com. Just use the “News search”
function to search for the word donations.



http://www.wnylc.net/web/news/XcNewsPlus.asp?cmd=view&articleid=1374
http://www.symantec.com/corporate/software_gik.pdf
http://www.symantec.com/corporate/software_gik.pdf
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@#P&$H%*& Popup Ads!

You are working on your computer, minding your own busi-
ness, your web browser is not even running, and Wham! A
message is plastered in the middle of your monitor that says
something like “If you don’t want to be pestered by stupid,
annoying messages like this one, come to our web site and
for a small fee, we’ll help you to get rid of this despicable
form of spam”.

After you have been hammered enough times by these an-
noying messages, you succumb to the hype and go to the
named web site and get a sales pitch similar to this one from
www.byebyads.com:

Have you been hit with unwanted advertising or Spam? The message
you received is the newest form of Internet spam. You do not have to
have an email account or even a web browser. You received this mes-
sage due to a built in feature that Microsoft included in Windows XP,
2000, and NT.

The worst part of all this is that some computer experts have indicated
that it is also a potential SECURITY THREAT that hackers can use to
infect your computer with a virus that is untraceable by current anti-virus
software. Messenger pop-ups are defined to be pop-ups that are sent
via the built in Windows Messenger Service, which means you do not
even have to be at a web page to receive these types of pop-ups.

TO STOP THESE ANNOYING MESSAGES AND PROTECT YOUR
COMPUTER WE HAVE A SOLUTION!"

That is the sales pitch from a company that . Click on “Shoot the Messenger”. This will
advertises their product by the exact take you to the information and download
means that their product is supposed to page for this product. Before download-
prevent. They say that they have a solu- ing, be sure to read the instructions on
tion but we have an even better solution— how to use this product.

and ours is free. _
Click “Download” to get your copy of

To get rid of some of those annoying popup shootthemessenger.exe, a program that

ads... can shut off the ability of spammers to
Go to the site: www.grc.com reach you with this form of advertising.
Click on the “Shields UP!I” icon. The When the download finishes, run the pro-

gram on your computer to stop any further
annoyance from spammers using instant
messaging.

“News & Views” page will be displayed.


http://grc.com/stm/shootthemessenger.htm
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WNYLC Web Statistics For September 2003

Total Hits . . . ............ 801,863 Accessed Using Internet Explorer . .. 95%
Total User Sessions . . .. ...... 35,828 Accessed Using Netscape . . . ... .. 2.3%
Average Hits/Day Operating Systems Used:

(Monday—Friday) . . . . . 28,101 Windows 98 . . ... ....... 12%
Average User Sessions/Weekday . . . 1,415 Windows 2000 . . ........ 75%
Number of Pages Viewed . . . .. 589,078 Windows XP .. ........... 8%
Average Number Of Pages Windows 95 ... ......... <2%

Viewed Per Day . ....... 19,002 Windows ME . . ......... <1%
Number of Documents Viewed . . 71,527 Windows NT .. .......... <1%

Macintosh . . . .......... <1%
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