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It wasn’t that long ago that the only way to 
network computers was through hard-
wired connections.  That made security a 
simple issue.  Network administrators were 
able to control access to the network by 
controlling the physical connections into 
the network.  As wireless network hardware 
has gotten faster, more sophisticated and 
cheaper, it is becoming the standard way 
of networking in many offices.  But that has 
led to security issues that could never oc-
cur in a hard-wired network.  Many of the 
network administrators who have made 
the transition to wireless are unaware of the 
gaping holes in their network’s security that 
await exploitation and how simple it is to 
secure a wireless network. 

In order to make the installation of a wire-
less network simple, most manufacturers 
configure the equipment with all security 
features turned off.  The assumption is that 
users will get the network up and running, 
then apply appropriate security features.  
Sadly, many users (and network administra-
tors) consider the job to be complete as 
soon as the wireless connection works.  If 
none of the security features are imple-
mented, anyone with a computer and a 
wireless network card can jump onto your 
wireless network.   

Because wireless networking is designed to 

be simple to install and easy to use, wireless 
devices don’t automatically distinguish be-
tween an authorized user and an intruder—
They must be told.  Most wireless networking 
systems allow administrators to apply multi-
ple layers of security: 

1.    All wireless routers/access points require 
a userid and password to access its set-
tings and features.  All devices fresh out 
of the box have the same factory-
assigned userid and password.  It’s 
printed in the instruction manual.  It’s on 
the manufacturer’s web site.  Anybody 
can find out what it is.  Change it!  It will 
prevent unauthorized changes to func-
tionality and security.  This is the number 
1 mistake made by neophytes. 

2.    Change the IP address of the router /
access point.  Just like userids and pass-
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words, brand-new equipment is fac-
tory-set to a specific IP address.  Any-
one who knows anything about the 
brand of device used can find out the 
factory-assigned IP.  It’s much more dif-
ficult for an outsider to hijack a network 
device if the IP address is unknown. 

3.    Enable WEP encryption and use a non -
obvious encryption key.  Your initials or 
the initials of the organization are not 
good enough.  When a computer at-
tempts to connect to a wireless net-
work, it must provide the correct key to 
the access point / router.  
If it is not correct, the com-
puter is not allowed to 
connect into the network. 

4.    WEP encryption keys 
should be changed peri-
odically.  If an unwanted 
intruder was able to dis-
cover the WEP key in use, it 
would be useless to them 
after the key was 
changed.   

5.    Every wired and wireless 
network adaptor has a 
MAC address burned into it.  While 
there is no guarantee that it is abso-
lutely unique, it is “unique enough” to 
be used to identify computers that are 
attempting to log on to the network.  
Most wireless access points / routers 
can be configured to only communi-
cate with machines that have specific 
MAC addresses.  

6.    Don’t broadcast the existence of the 
wireless network.   By their very design, 
wireless devices are constantly sending 
out signals called "probes" indicating 
that they are available and seeking to 
"hook up" with a nearby access point. 
In turn, every access point transmits 
"beacons" inviting probes to link up.  

Turn off the SSID broadcast feature on 
the access point / router.   

But there is no wireless network here… 

You don’t have a wireless network, so none 
of these admonitions apply, right?  Maybe 
not.  Maybe there are wireless networks at-
tached to your hard -wired network—you 
just aren’t aware of them.  There are pub-
lished articles about employees bringing in 
their own notebook computers from home.  
In order to move files to their notebook 
computer, they connected an inexpensive 

access point to an available 
data jack in the hard-wired 
network.  When they left work 
for the day, the access point 
remained connected to the 
network and powered up.  No 
security features were en-
abled.  Reports vary on the 
amount of damage done by 
hackers. 

In another account about a 
large corporation, auditors 
brought in and installed a 
wireless router in a conference 
room so they could all be 

online. That inadvertently put sensitive fi-
nancial information out in the air.  

.  .  .  .  . 

Wireless networking is a great technology 
that can provide a reasonable level of se-
curity when properly configured.  Wireless 
networks are usually most vulnerable at ini-
tial installation when network administrators 
are not aware of all that should be done to 
safeguard the network from unwanted in-
trusion or have been hurried into installa-
tions without the proper amount of prepa-
ration time.  Any security risk created by a 
wireless network can be neutralized with 
adequate planning and attention to de-
tail.  
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Are you experiencing a loss of per-
formance?  (No, this is not about any 
of those products that we all have 
received as spam.) 
 
In a sadly misguided effort to protect 
computer users from themselves, M i-
crosoft includes the Internet Con-
nection Firewall in all versions of Win-
dows XP.  According to 
Microsoft, “Internet 
Connection Firewall is 
software that you can 
use to set restrictions on 
the information that is 
communicated be-
tween your home or 
small office network 
and the Internet.  It is a 
good idea to turn on 
Internet Connection 
Firewall on the Internet 
connection on any Mi-
crosoft Windows XP-based computer 
that is connected directly to the 
Internet.  If you have a single com-
puter that is connected to the Inter-
net with a cable modem, a DSL mo-
dem, or a dial-up modem, Internet 
Connection Firewall helps protect 
your Internet connection”.   
 
They say that it is a good idea to use 
it and it’s provided at no cost —
monetary cost, that is.  Performance 

Life After Windows XP Service Pack 2: 
Reclaiming Performance 

cost is something completely differ-
ent. 
 
A while ago, we purchased a shiny 
new computer with Windows XP Pro-
fessional installed on it.  Instead of 
scrapping the old computer, we net-
worked both computers so that ei-
ther computer could access the 

Internet.  When Service 
Pack 2 for Windows XP 
was announced, we du-
t ifully installed it.  It was 
then that we noticed 2 
big issues:   

1.  When the older com-
puter was used to 
download large files 
from the Internet, the 
download speed was 
approximately 10 times 
faster than downloads 

on the brand-new, super-fast ma-
chine.   

2.  Copying files from one machine 
to the other became painfully 
slow.  When attempting to copy 
very large video capture files, 
Windows Explorer would estimate 
the time to complete the copy in 
hours.  It would have been faster 
to re-capture the data from the 
original video.   
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any computer-literate user, although 
a single workstation running Windows 
XP Service Pack 2 might require doz-
ens of these “solutions”.  Other solu-
tions might require a techie to ac-
complish. 
 
Stepping back and looking at the 
bigger picture, we were struck by 
the large percentage of issues that 
involved one specific product:  Inter-
net Connection Firewall.  Our suspi-
cions about possible culprits ap-
peared to be confirmed.  Could it 
be that this piece of software causes 
more problems than it allegedly pro-
tects us from?  Oh please Mr. Gates, 
say it isn’t so! 
 
After about 3 nanoseconds of soul 
searching, we decided that Internet 
Connection Firewall must be eradi-
cated.  It took a little more research, 
but finally, we located the informa-
tion we sought.  Another article in 
the KnowledgeBase, 842264 
(“Network performance and data 
throughput may be significantly 
slower after installing Windows XP 
Service Pack 2”), we learned that 
the phrase “disabling the Internet 
Connection Firewall” has a different 
meaning depending on which arti-
cle it is contained in.  All of the prev i-
ous procedures that we followed 
stopped the firewall from any filtering 
activity, but it was still running in the 
computer system, but letting every-
thing pass through—after a signifi-

 
The Internet Connection Firewall was 
a suspect immediately (we have 
learned to be suspicious of new 
functionality—especially when it’s 
provided at no additional cost from 
Microsoft), but simply turning it off 
from the system tray (in the lower -left 
corner of the screen) did not have 
any noticeable effect.  It was the 
same story when we attempted to 
make changes to any of its configu-
ration settings.  We performed all of 
the steps outlined in the Microsoft 
KnowledgeBase article 305549 
(“How to configure a connection to 
the Internet in Windows XP Profes-
sional”).  It didn’t help.  So then we 
followed the steps in Knowledge-
Base article 283673 titled “HOW TO: 
Enable or Disable Internet Connec-
tion Firewall in Windows XP”.  That 
also did nothing to help.   
 
After a little more perseverance, we 
struck gold.  KnowledgeBase article 
886264 (“Programs that may exper i-
ence a change in behavior after 
you install Windows XP Service Pack 
2”) contained a laundry list of well-
known computer applicat ions and 
“issues” that could arise after install-
ing Service Pack 2.  The issues 
ranged from minor annoyances, to 
applications that stopped working 
completely.  (Yes, there were many 
applications from Microsoft that 
were affected).  Most solutions were 
reasonably simple to implement for 
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cant amount of time had passed.  
This article also explained how to t o-
tally remove the Internet Connection 
Firewall from the computer: 

1.   Go to Start > RUN… 

2.   Type in SERVICES.MSC; The Ser-
vices screen will be displayed. 

3.   In the right-hand panel of the 
screen, near the bottom of the 
list, right-click on Windows Fire-
wall/Internet Connection Sharing 
(ICS), and then se-
lect Properties 

4.   On the General 
tab of the screen 
that is displayed, 
change Startup 
type: to Disabled  

5.   Click Apply at the 
bottom of the 
screen 

6.   Then, under Ser-
vice status: , click 
Stop. 

 
Now, the Internet Connection Fire-
wall is truly gone.  It will not be 
loaded at computer startup.  It can 
no longer strangle downloads and/
or file copies.   
 

The Results… 
 

The Windows XP machine could now 
download files as quickly as the old 
Windows 2000 computer.  Copying 
files from one computer to the other 

speeded up tremendously.  Thank 
you, Mr. Gates for this fun experi-
ence. 
 
But what if you really need a fire-

wall? 
 

If the computer that you are con-
cerned about shares its connection 
to the Internet with other computers, 
it is probably protected by a firewall 
already.  The firewall is in the router 

that connects the local 
network to the Internet 
connection.  At home, 
it is a different story.  
Most home users have 
a single computer con-
nected directly to a 
dialup, DSL, or cable 
modem.  Probably, 
there is no firewall to 
keep out unwanted 
pests when connected 
to the Internet.   
 
Several reputable com-

panies have marketed personal fire-
wall software at an average cost of 
$10-$40.  But why spend the money 
when there are good products avail-
able for free?  ZoneLabs allows free 
downloads of Zone Alarm, its per-
sonal firewall.  To get a copy of this 
free software, go to: http://www.
zonelabs.com/store/content/
catalog/products/sku_list_za.jsp and 
click the Free Download button.  
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